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Foreword

Thisisthe report of the audit conducted on selected information
technology security controls applied by the Department of
Information Technology. The city auditor initiated this audit
pursuant to Section 3-502.1(c) of the Revised Charter of Honolulu
and the Office of the City Auditor’'s Annual Work Plan for

FY 2005-06. The city auditor determined that areview of these
information technology security controls was warranted due to the
increasing reliance on information technol ogy-based processesto
support current government service initiatives to the public, along
with increasing general concern among governments at al levels and
the public over information security.

We wish to acknowledge the assistance and cooperation of the
Department of Information Technology and others whom we
contacted during this audit.

Ledliel. Tanaka, CPA
City Auditor






Office of the City Auditor

City and County of Honolulu

EXECUTIVE SUMMARY

Audit of Selected City Information Technology Controls
Report No. 06-01, January 2006

Thisaudit wasinitiated by the Officeof the City Auditor pursuantto
Section 3-502.1(c) of theRevised Charter of Honolulu and the Officeof
theCity Auditor’ sAnnua Work Planfor FY 2005-06. Thecity auditor
selected thisaudit becauseof theincreasingrelianceoninformation
technol ogy-based processesto support current government service
initiativestothepublic, dongwithincreasinggenera concernamong
governmentsat al levelsandthepublicover informationsecurity. This
report reviewsand assessestheadequacy of selected general
informationsecurity control semployed by theDepartment of Information
Technology, suchasbackupandrecovery, physica andenvironmental
controls,and servicecontinuity/contingency planning.

Background

Informationisakey asset that hasval uetogovernmental organizations
andrequirestobeappropriately protected. Informationsecurity controls
preservetheconfidentiaity, integrity andavailability of keyinformation
systems, programs, anddata. Recent city and stateinformationsystems
auditsinother jurisdictionsunderscoretheimportanceof effective
informationsecurity controls. Thisisincreasngly important astoday’ s
governmentsplacegresater relianceoninformationtechnology (IT) to
supporttheir serviceinitiatives, and many havesubstituted | T-based
processesto providepublicinformationand services.

For acity of itssize, Honolulu hasbeenrepeatedly recognized by the
annual Digital CitiesSurveyforitsservice-oriented, business-driven,
and cost-effectiveapplicationof I Tincity government. Althoughmost
of thegovernmentssurveyed provided asignificant degreeof I T-related
publicservicesand I T integrationintheir operations, themajority of cities
surveyed had notabledeficiencieswiththeir security framework,
includingissueswiththestateof their security plans, standardsand
policies, annual audit requirements, currency of security policiesand
plans, and disaster recovery plans. Withthecurrentrelianceon| T-
based processesto providepublic servicesandinformation, this
underscoresthegrowingimportanceof appropriateinformationsecurity
controlstoprotect critical and sensitiveinformationsystems, programs
anddatafromthreatstol T servicecontinuity andavailability, minimize
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Summary of
Findings

potential damagetokey systemsand data, and maximizetheutility that
thesesystemscan provideto public servicesand governmental
operations.

Wefoundthat Department of InformationTechnology’ scontrol
framework isinsufficienttoensurecomprehensiveandeffectivecitywide
I'T security management, duetoinadequateoversight andlack of
sufficientauthority. Wea sofound physical andenvironmental controls
areinadequatetoeffectively protect key city I T systemsandresources,
duetoinadequately managed datacenter accesspracticesand not
addressingknown physical and environmental control issues. Welastly
foundthat whilethedepartment managesnormal backupandrecovery
requirements, itsdisaster recovery planningandimplementationislacking
toensureservicecontinuity intheevent of amajor disruption.

Finding 1: TheDepartment of Infor mation Technology’ scontr ol
framewor k isinsufficient toensur ecompr ehensiveand effective
security management.

* DIT soversghttoensureeffectivesecurity management of thecity’s
I'T systemsisinadequate.

» Key planning documents, and other DIT policieshave attempted
to externalize certain aspectsof oversight responsbility tothe
departments,

» Key security management oversight functionssuch asmonitoring
effectivenessand assessing risks have not beenimplemented;
and

» Thedepartment hasnot devel oped an overall foundation that
linkstogether individual security guidance piecesinto an effective
citywideprogram of security planning and management.

* Thedepartmentlackssufficientauthority toeffectively implementand
monitor acitywidel T security management system.

» Currentadministrativeguidanceseparatesthepolicymaking
respons bility fromthemonitoringandenforcement responsibility;
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>

Thedepartment relieson self complianceof theother
departmentsand usersasatechniqueto managecitywidel T
security; and

Thoughresponsibility isdelegated, DI T doesnot providethe
sufficienttrainingtotheserespons bilitiesand obligationsthat
wouldjustify thedel egation.

Finding2: Physical and environmental controlsar einadequateto
effectively protect key city I T systemsand resour ces.

Datacenter accesspracti cesareinadequatel y managed.

>

Almost every DIT employeeisissued anaccesscard, with
minimal regardtohisor her actual needfor accessintothedata
center;

Withtheexceptionof cardissueandestablishinginitia privilege
level, thereislittlemanagement of thecard systemanditsrel ated
rules,and

L ogged activity isnot monitored andreviewed onaregul ar
basis.

Physica andenvironmental control i ssueshavenot beeneffectively
addressed.

>

>

Thedatacenter issubject towater intrusion;
Firesuppressionmay not beinworkingcondition;
Airconditioningcoolingfailuresareproblematic;
Thereareafew entry pointsthat appear insecure; and

Accessandair conditioningissuesrelatedtotheKapolei Hale
computer room.

DIT hasnot proactively pursued durabl eresol utionstoknown
physical andenvironmental concerns.

>

Dig ointed departmental management responsi bility contributesto
lack of implementation of appropriatecontrols; and
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» DIT hasonly sought temporary solutionstotheseknown
problems.

Finding 3: Thedepartment managesnor mal backup andrecovery
requirementsadequately, but disaster recovery planningand
implementationislacking.

* Thedepartment usesreasonablemanagement practicesto manageits
routinebackup andrecovery duties.

» Thereareproceduresand appropriateactivity toregularly back
up computer filesand storebackup copiessecurely at anoff-site
location;

» Therehavebeenvery few memorableuser recoveriesunder the
current system; and

» Thereareafewissueswiththecurrent management of routine
backup andrecovery that requirefuturemanagement attention.

* Thedepartment hasnot effectively manageditsresponsibilities
relatedtodisaster recovery and contingency planning.

» Therearenotableweaknessesrel atedtothecurrent state of
disaster recovery;

» Mostfunctionsintheplanareintendedtobecarried out by
Honol uluMunicipal Building-based personnel; and

» Kapolei Halesiteisnot fully suitedfor recovery or command
activities.

* |nsufficient support existstoimplement aneffectivedisaster recovery
program.

» Previousadministrationwasprimarily concernedwithhigher
profileand publicrelationstypeinitiativesand accomplishments,
and

» Disaster recovery coordinator hasresponsi bility but noauthority
toaccomplishdisaster recovery planning.
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Recommendations
and Response

Wemadeanumber of recommendationstoresol vetheissuesand
problemsidentified duringthisreview. Insummary, werecommended
that thedepartment shoul d:

Developacomprehensivel T security planthat includes, butisnot
limitedtothecreation of afunctiona management plan, andan
ongoing assessment processto ensuretheeval uation of theplan;

Seek fundingtofacilitatecitywiderisk assessment, including business
Impact andbus nessconti nuity/resumption;

Seek toclarify authority andlinesof responsibility for citywide
security management by appropriately revisngkey planning
documentsand policies, andworkingwiththemayor andthe
departmentstoresol vecoordination, management, and oversight
ISSUeS,

Improvesecurity for thedatacenter by seekingfundingforimproved
physical andenvironmental controls, and managedatacenter access
tomoreaccurately reflect actual needsfor access;

Seek waystofurtherimproveroutinebackup andrecovery practices
by acquiringfundingfor upgradingtechnol ogy or media, and

devel opingappropriateguidelinesor other awarenessprogramsto
enhancebackupandrecovery effectiveness,

Pursuean appropriatefunding programtofund disaster recovery
planningand required supportingelements, andprovidean
appropriatelevel of authority and priority tothedisaster recovery
functionwithinthedepartment; and

Coordinateand seek agreementsfromexternal departmentsand
agenciesrel atedto supporting elementsand servicesrel atedto
physical controlsanddisaster recovery planning.

Weal sorecommended that themayor shoul densurethedepartment
recelvestheappropriatebudgeting consi derationfor physical and
environmental controlspriorities, improvementstobackupandrecovery,
anddisaster recovery. Wefurther recommended that themayor should
facilitateand guidedi scuss onsbetweenthedepartment and other
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departmentsto ensureproper coordinationinsupport of physical and
environmental control sanddisaster recovery planningrequirements.

Initsresponsetoour draft audit report, the Department of Information
Technol ogy expressed genera agreement withmost of theauditfindings
andrecommendations.

Thedepartment acknowledged theneedtoimprovesecurity, backup,
recovery, anddisaster preparation, but noted thedifficulty of working
under funding constrai ntsthat have precl uded compliancewithmany
common security management practices. Thedepartment viewsthis
audit asanopportunity toeducatetheadministrationandcity council
andindicateditscommitment totimely meetingthesechallengesina
fiscally prudent manner. Thedepartment agreedwiththesecurity
managementissuesrelatedtocitywidel T security oversight, authority,
andenforcement; improvingtheaccesscard system, theneedtoimprove
disaster recovery, theneedto coordinateand fundimprovementsto
knownenvironmental control i ssues, and theneed tofund supporting
measuressuchasrisk assessments, monitoring, and required technol ogy
andmediaupgrades. Thedepartment indicated narrow disagreement on
theissueof itsoverall I T security responsibility, stating that agencies
shouldberesponsiblefor I T security muchlikethey areresponsiblefor
thephysical security of systemsandresources.

Thedepartment provided additional informationclarifying aspectsof the
draftreport, whichasappropriate, wereincorporatedintothefinal
report asadditional informationor stylisticchanges.

Leslie I. Tanaka, CPA Office of the City Auditor

City Auditor 1000 Uluohia Street, Suite 120
City and County of Honolulu Kapolei, Hawai'i 96707

State of Hawai'i (808) 692-5134

FAX (808) 692-5135
www.honolulu.gov/council/auditor
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Chapter 1

Introduction

This Audit of Selected City Information Technology Controlswas
conducted pursuant totheauthority of the Officeof the City Auditor
(OCA) asprovidedintheRevised City Charter of Honolulu. Theaudit
isconsistentwithOCA’ sAnnual Audit Program establishedfor

FY 2005-06, whichwascommunicated tothemayor andthe City
Council onJune 29, 2005.

Informationisakey asset of governmental organizationsand must be
appropriately protected. Informationsecurity controlsacttopreserve
theconfidentiaity, integrity, andavailability of key informationsystems,
programs, and data. Theprotectionof informationsystemshasbecome
important asgovernmentsincreasingly rely onthemto support programs
and providethepublicwithinformationand services. Recentinformation
systemsauditsinother city and statejurisdictionshavehighlightedthe
importanceof effectiveinformationsecurity controls.

Background

Foritssize, Honol ulu hasbeenrepeatedly recogni zed by theannual
Digital CitiesSurveyfor itsservice-oriented, business-driven, and cost-
effectiveapplicationof informationtechnology (1 T) incity government.
Theannual survey ratestheintegrationof I T into key common county
and city government operationsand services. The2004 survey reported
that although most governmentshadintegrated I T intotheir operations
and publicservicestoasignificant degree, 42 percent had either noneor
only partialy devel opedinformati on security standards(such assecurity
policies, standardsand guidelines, annual audit requirements, and
disaster recovery plans). Only 3 percent of citiesand4 percent of
countiesrequiredinformationtechnol ogy departmentsto havesuch
security standardsinplace. Typically, goodinformationsecurity practice
involvesregular review andtimely updatesof informationsecurity
standards; however, thesurvey notedthat only 39 percent of citieswith
full standardshad donethisinthepast 18 months.

Theseresultsfurther underscorethegrowingimportanceof information
security control sto protect and minimizepotential damagetocritical and/
or sengitiveinformationsystems, programs, and datafromthreatsto
servicecontinuity andavailability; andtomaximizetheutility these
systemscan provideto publicservicesand governmental operations.
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Organization

Statutory background

Responsibilities

Staffing

IntheCity and County of Honolulu, the Department of Information
Technology (DIT) isresponsi blefor thesecurity of thecity’ sinformation
systemsandkey public saf ety-rel ated telecommunicationssystems. DIT
isnot responsi blefor systemsmaintai ned by theBoard of Water Supply,
Honolulu Police Department, or other semi-autonomousagencies
created by ordinance.

TheDepartment of | nformation Technol ogy wasestabli shed pursuant to
Section6-1201, Revised Charter of Honolulu (RCH). Formerly known
astheDepartment of DataSystems, thedepartment wascreated asa
part of themayor’ s1998reorganization of city departmentsand
functions. Thedepartment’ sprimary functions, asdescribedin Section
6-1202, RCH, areto operatethecity’ sdataprocessing system, provide
technical expertiseindataprocessing, assi st thecity’ smanagingdirector
withmanagement informationfor decision support, and advisethemayor
ondataprocessing matters.

Thedepartment’ smissionisto provideinformationtechnol ogy products,
services, guidance, and directionto enablecity agenciestoservethe
publicinacost-effectiveandefficient manner. Thedepartment seesits
primary responsibilitiesas: (a) increasingtheefficiency of city workers,
(b) maintai ning, securing, and protectingthecity’ svarious
communicationsnetworksinsupport of publicsafety, includingbut not
limitedtocity emergency responsefunctions; (c) providingthecity witha
stableandrobust € ectronicworkingenvironment for al users, and (d)
providingleading edgetechnol ogical solutionstothecity’ sbusiness
needs.

Thedepartment carriesout itsresponsibilitiesby planning, directing, and
coordinatingthecity’ sinformationtechnol ogy systemsandresources. It
also setsand enforcescitywidecomputer and datasecurity, standards,
andpolicies. Inaddition, thedepartment providesthecity withtechnical
expertiseinelectronicdataprocessingandassiststhecity’ smanaging
director and mayor inadministeringinformationtechnol ogy and
promotingatechnology industry. A significant functionof thedepartment
isitsmanagement of thecity’ scomputer network and central data
processi ng operationscenter onacontinuousbasi s— twenty-four hours
aday, seven daysaweek.

Accordingto Department of Human Resourcesstatistics, the
department’ soverall staffinghasfollowedaV -shaped growthtrend over
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thelasttwelveyears(1993-2005). Between 1993-2000, the number of
full timeequivalent (FTE) employeesfell steadily, from 118inFY 1992-
93t096in FY 1999-2000. SinceFY 2000-01, however, the
department hasincreaseditsstaff eachyear and now retains138.5FTE
employees.

Overthepastfiveyears, thedepartment’ sdivisional staffinghas
remainedrelatively stable. M ost of thecumulativegrowthtothe
department hasbeenintheApplicationsDivision. Of interestinrelation
tothisauditistherather unchanged staffinglevel of theOperations
Division, andtheimplicationsthisposesregardingthedepartment’ s

ability toadequately manageitsinformationsecurity.

Funding Thedepartment’ sfunding hasbeenfairly stableover thepastfiveyears.
Exhibit 1.1 showsthedepartment’ sfunding sourcesfrom FY 2001-02
through FY 2005-06. Twosubstantial recentincreasesinfundingwere
dueprimarily by thetransfer of the Department of Designand
Construction’ stelecommuni cationsfunctionsin 2003 andthecontinuing
implementationof departmental I T centralizationinitiatives. Exhibits1.2
and 1.3illustrateexpendituresby divisonandthecharacter of
expendituresduringtheperiod of FY 2001-02 through FY 2005-06,

respectively.

Exhibit 1.1
Department of Information Technology, Funding Sources
FY2001-02 through FY2005-06

Refuse Housing &
General Community
Liquor Operating  Federal Development
General Sewer  Commission  Account Grants Section 8 TOTAL

Fiscal Year Fund Fund Fund (SWSF) Fund Fund FUNDING
FY2001-02 $7,844,765 $ 46,156 $16,443 $28,709 $0 $0 $7,936,073
FY2002-03 $8,472,141 $53,766 $39,696 $32,807 $65,735 $76,560  $8,740,705
FY2003-04 $8,471,921 $52,245 $36,388 $36,036 $ 70,166 $90,713  $8,757,469
FY2004-05*  $11,982,674 $54,516 $39,696 $36,036 $129,324 $129,056 $12,371,302
FY2005-06** $13,189,832 $117,576 $43,152 $39,336  $154,930 $120,218 $13,665,044

*Appropriated, not actual, funding.
*Budgeted, not actual, funding.
Source: Department of Information Technology, 2002-2005
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-

Department of Information Technology, Expenditures by Division
FY2001-02 through FY2005-06

Actual Actual Actual Approved Budgeted
Division FY2001-02 FY2002-03 FY2003-04 FY2004-05 FY2005-06
Administration and $3,138,825  $3433848  $3.234,823 $6,340,794  $6,852.422
Planning
Applications $2.562,796  $2.769.577  $3.043.875 $3280598  $3732,822
Operations $1,073413  $1.220,879  $1.284128 $1,305168  $1430,088
Technical Support $1,161,039  $1.316401  $1.194,643 $1,444742  $1.649,712
Totals $7.936,073  $8.740,705  $8.757,469 $12,371,302 $13,665,044

Source: Department of Information Technology, 2002-2005

Exhibit 1.3

Department of Information Technology, Character of Expenditures
FY2001-02 through FY2005-06

Fiscal Year Salaries Current Expenses Equipment Totals

FY2001-02 $5,295,124 $2,018,746 $622,203 $7,936,073
FY2002-03 $5,824,088 $2,072,509 $844,108 $8,740,705
FY2003-04 $5,976,021 $2,030,845 $750,603 $8,757,469
FY2004-05* $6,471,326 $5,007,347 $892,629 $12,371,302
FY2005-06** $7,271,750 $5,348,565 $1,044,729 $13,665,044

* Appropriated, not actual, expenditures
** Budgeted, not actual, expenditures
Source: Department of Information Technology, 2002-2005
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The Department
Has Four Functional

Divisions

Planning and

Administration Division

Applications Division

Currently, thedepartmentisorganizedintofour divisions, eachreflecting
theirintendedfunction: Planningand Administration; Applications,
Operations,; and Technical Support. Exhibit 1.4 showsthedepartment’s
organizationa chart.

Exhibit 1.4
Department of Information Technology Organization Chart

Director/CIO
(1.0 FTE)
I
Planning and I .
Administration App_ll(_:gtlons TEChm.Ce.ll _Support Operations Division
L Division Division
Division
(31.0 FTE)
(7.5 FTE) (68.0 FTE) (31.0 FTE)

Source: Department of Information Technology, 2005
FTE: Full time equivalent

Thedepartment isheaded by adirector whoisalsothechief information
officer for theCity and County of Honolulu. Thedepartmentisfurther
dividedintofour functional divisions, eachwithadivisionchief asitslead
administrator. Althoughnot formally depictedonthechart, eachdivision
a sooverseesspecificinformationtechnol ogy services.

ThePlanningand Administration Divisionadministersanddirectsthe
department’ sadministrativepolicies, procedures, andplans. The
divisiona sosupportstheinformationtechnol ogy requirementsof the
department by providing strategic planning, capital budget planning, I T
master planning, and project management. It also plansand executesthe
department’ songoingreorgani zationtoincorporatethe Department of
Designand Construction’ sformer telecommunicationsfunctions.

TheApplicationsDivisionanalyzesthebus nessfunctionsof city divisons
and makesrecommendationsonhow toimproveservicesby developing
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Operations Division

Technical Support
Division

Audit Objectives

Scope and
Methodology

andimplementing softwareapplications. Thisdivisionprovidessupport
for major softwareapplicationssuch asthoseusedfor finance, land
management, thecity geographical informationsystems, publicsafety,
and management services. Thedivisionalsoprovideseachcity agency
withdirect technical supportfromcomputer servicerepresentatives.

TheOperationsDivis onmanagesthecity’ smainframecomputer system
andassi stscity personnel intheir useof mainframeservices. Thedivision
providescentral helpdesk supportfor al city mainframeusersaswell as
processingfor all mainframeapplications. Itsdatacenter operatesasa
nervecenter for thecity’ sIT infrastructure, andit monitorsequipment to
ensurecontinuousavailability of I T services. Thedivisionisaso

respons blefor disaster recovery planningfor servicecontinuity.

TheTechnical Support Divisionprovidestechnical assistancetoall city
divisionsineva uating, planning, andusinginformationtechnology. Its
missionisaccomplished by implementingand maintai ning desktop
computer systemsand networks, providingcity-widecomputer training
and user assi stance, and maintai ning city web serverstoassi st agenciesin
providinginformationviathelnternet. Thedivisionasooverseesthe
security of thecity’ sdatanetwork and mainframesystem, and
recommends, mai ntains, andimplementsestablished city security

policies.

1. Reviewandassesstheadequacy of sel ected genera information
security controlsemployed by the Department of Information
Technology suchasbackupandrecovery, physical and
environmental control s, and servicecontinuity/contingency planning.

2. Makerecommendationsasappropriate.

Our audit reviewed asel ection of general information security controlsas
appliedand managed by the Department of |nformation Technology
(DIT),includingbackupandrecovery proceduresfor key systems,
physical andenvironmenta control s, and servicecontinuity/contingency
plans. Thereview coveredlegal requirementsandinterna policies,
procedures, andverbal or writtenadministrativeguidancerelatedtosuch
controlsand activities. Weassessed theimpact of thesecontrolson
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operationsandtheability to meet departmental and other relevant city
security objectives. Someautonomousagenciessuch astheBoard of
Water Supply andHonolulu Police Department arenctincludedinthe
review.

Theauditfocused primarily ongeneral information control sapplied over
departmental operationsandresources. Thecontrolsunder audit
includedthephysical andenvironmental controlsappliedatthe
department’ sdatacenter intheHonol uluMunicipal BuildingandKapole
Haledisaster recovery site. Weal soreviewed physical accesscontrols
at bothlocations. Theaudit didnot cover other accesscontrolssuchas
logical or softwarecontrol sapplied by thedepartment, physical and
environmental control srel atedtotel ecommuni cationsfacilitiesmanaged
by thedepartment, or control sapplied by other departmentstofacilities
or resourcesthedepartment may provideservicesto.

Wereviewed backupandrecovery proceduresfor selected key systems
locatedinthedatacenter and supplemental activitiesrelatedtothis
objectiveat Kapolel Hale. Theauditdid notincludebackupand
recovery proceduresimplementedat any of theother city departments,
or thoseappliedto systemsoutsidethecontrol of thedatacenter.

Weal soreviewed and assessed thecity’ sdisaster recovery plansfor
servicecontinuity, whicharea somanaged by thedepartment’ s
operationsdivision. Theauditdidnot cover client/server recovery or
other operational level maintenancerel atedtorecoveringindividual
resourcesapplied by thedepartment.

Theauditreviewed theadequacy of thedepartment’ ssecurity
framework toprotect thecity’ scritical information systemsand databy
comparingittocommonly usedindustry security standardsfor rel evant
control s, datamanagement, and servicecontinuity. Wereviewedthe
highlevel management roleincoordinating andintegratingthecurrent
appliedinformation security framework. Weal soreviewed previous
assessmentsof departmental informati onsecurity todeterminewhether
thedepartment hasaddressed previoudly identifiedissuesand problems.

Wereviewed applicablecharter provisions, ordinances, laws, rulesand
regulations, departmental policiesand procedures, annual reports,
budgets, financial documents, plans, and other documentationrel atedto
thedepartment’ scapabilitiestoful fill itsmissionand purposesrelatedto
security controlsand servicecontinuity.



Chapter 1:

Introduction

Weconductedinterviewswith department management, operations
divisionsupervisorsandstaff, and other departmental staff whose
primary functionrel atestotheadmini stration of security controlsand
disaster recovery todeterminepast and current practices. Wealso
interviewed sel ected personnel fromother agenciesrel atedtothe
department’ smanagement of disaster recovery coordinationand
provisionof physical controls.

Weconducted visual observationandreviewsof operationsat the
department’ sdatacenter and Kapolel Halerecovery site, focusingon
thephysical, environmental , and accesscontrol semployed, backupand
recovery practices, and other rel ated operational activities,

Wea soresearched andreviewed selected | nternet, literature, and
technology informationresourcestoidentify commonly utilized
information security frameworks, control sand practicesused by
governmentandindustry.

Astheaudit concerned physical controls, activitiesof personnel, and
management of security, wedid not assessthereliability of computer
systemsthemsel vesor computer-processed data.

Theauditwasconductedinaccordancewith generally accepted
governmentauditingstandards(GAGAYS).
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The Department of Information Technology Does
Not Provide Sufficient Oversight and Planning to
Effectively Protect and Secure the City's Key

Information Technology Resources and Systems

IntheCity and County of Honolulu, the Department of Information
Technology (DIT) isresponsiblefor theoverall management of thecity’ s
critical informationtechnology (1 T) resourcesand systems, including
providing security of key systemsandresources. Thedepartment has
admirably managed thetechni cal aspectsof thecity’ sinformation
technology system, despitetheageof certainkey systemsandfunding
congraints.

However, thedepartment hasbeenunableprovidesufficientoversightin
itsoverall security management duetoalack of authority incurrent
admini strativeguidanceand becauseit hasdel egated key monitoring and
enforcement responsibilitiesto departmentsand users. Thoughmost
critical resourcesand systemsarekept in-houseat theHonolulu
Municipal Building basement’ sdatacenter, thedepartment hasnot
appropriately managed accesstothecenter or remedied knownphysical
andenvironmental risks. Thedepartment reasonably managesroutine
daily backupandrecovery, but hasnot adequately managed theplanning
requiredfor disaster recovery of citywideinformationsystemsand
resources. Thisreport examinesthedepartment’ seffectivenessin
meetingitsrespons bilitiesfor thesel ectedinformation security control
aress.

Summary of
Findings

1. TheDepartmentof InformationTechnology’ scontrol framework
doesnot providesufficient oversight toensurecomprehensiveand
effectivesecurity management of thecity’ sinformationtechnol ogy
systems. Thedepartment |ackssufficient authority tosuccessfully
control citywideinformati ontechnol ogy security; and hasnot
devel oped afoundationthat linksindividual security guidelinestoan
effectiveprogramof citywidesecurity planningand management.
Key oversight functions, suchasmonitoring andrisk assessment,
havebeen del egated to departmentsand users; yet thedepartment
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The Department of
Information
Technology’s
Control Framework
Is Insufficient to
Ensure
Comprehensiveand
Effective Citywide
IT Security
Management

doesnot providesufficienttrainingtojustify del egatingthese
respong bilitiesandobligations.

2. Wefoundthat somephysical andenvironmental controlsare
Inadequatetoeffectively protect key city informationtechnol ogy
systemsandresources. Forinstance, datacenter accesscardsare
issuedwithout regardto actual accessrequirementsandkey
management practi cessuch asactively managingtheaccesscontrol
systemor reviewinglogged accessactivity arenot evident. Known
physical andenvironmental control issuesareevident, butthe
department hasnot actively pursued durablesol utionstothese
concerns.

3. Whilethedepartment effectively managesnormal backupand
recovery requirements, disaster recovery planningand
implementationislacking. Thereareafewissueswiththecurrent
management of routinebackup andrecovery that require
management attention. Thedepartment hasnot effectively managed
itsdisaster recovery and contingency planningresponshbilities: there
arenotableweaknesseswith current disaster recovery plansand
insufficient support forimplementing aneffectiverecovery program.

Administrativeguidancetasksthedepartment withissuing genera
security guidanceand administeringtechnical security solutions. The
department hasbeenlargely successful ingpplyingtechnical solutionsto
defendthecity’ sI T resourcesand systems. However, apartfrom
technical controlsmanaged by thedepartment, key elementsof overall
security management havebeenl eft todepartmentsand userslargely
becausethedepartment hasno explicit enforcement or oversight
authority despiteitsoveral managementresponsibility.

Departmentshavebeen| eft to assesstheir own security needs, authorize
users, createadditional policies,andenforceall levelsof I T policies. A
great deal of risk managementinthecity’ ssecurity framework relieson
theconcept of the"good city user”, whereindividual user complianceis
requiredto maximizesecurity of city systemsandresources. Despite
havingcitywiderespons bility for itseffectivemanagement and control,
theinformationtechnol ogy departmentisauthorizedtoprovideonly
technical advicefor most departmental and user security issues.
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Thedepartment’s
oversight of city IT
systems security is
inadequate

InaccordancewithMayor’ sDirective99-1, thedepartment wasgiven
overal respons bility for managingthecity’ sIT resourcesand services.
Theimpetusfor thedirectivewasto consolidateand centralize
management of thecity’ sIT systemswiththedepartment.

However, thedepartment hasnot demonstrated oversight or guidance
proportional toitsresponsibility for theoverall management of thecity’ s
I'T security. Thedepartment hasemphasi zeditstechnical and production
functionsat theexpenseof overall citywidel T system management, often
delegatingitsauthority insecurity matterstothedepartmentsand users.

K ey planningdocumentsand other departmental policieshave
attempted to delegate someover sight responsibility tothe
departments

Asnoted above, mayoral Directive99-1wasintendedtocentralizethe
management of thecity’ sI T resourcesand systems. However, other
administrativeguidance, includingfromthedepartment itself, actsto
diffusethedepartment’ soverall responsibility without theproper
coordination, reporting or oversight mechanismsneededfor the
department toretai nappropriatemanagement control .

For instance, prior tothemayor’ s1999directive, thedepartment
created the city’ sInformation Technology Master Planin 1998. The
plan, whichhasnever beenrevisedandisthereforestill operativetoday,
wasintendedtoprovidehigh-level strategicdirectionandaunifying
visonforthemanagement of informationtechnol ogy incity government.

Under ‘ Security Standards', theplanindicatesthat each agency should
designatesomeonetoberesponsiblefor I T security, including
performingarisk classificationfor al applicationsand documentsof
importancetotheagency. Theclassificationshouldassesstheagency’s
risk of exposureor harm should dataor programsbedestroyed, altered
or stolen.

However, sinceDirective99-1wasissued, therehasbeennoindication
astowhether thedepartment hasadopted thi srisk assessment
responsibility or agenciesarestill expectedto performtheir own
assessmentsand coordinatethemwiththedepartmenttoassistwithits
overal management of citywidel T security.

Furthermore, the2003 citywidesecurity policy created by the
department i ndi catesthat each department must conduct bus nessimpact
analysesof their owncritical informationsystems. Todate, noagencies
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haveperformed suchananalysis, andthedepartmentisnow seeking
fundsfor acitywidebusinessimpactanaysis.

Thus, throughitsadmini strativeguidanceto agencies, thedepartment has
del egated theri sk assessment and busi nessimpact anal ysi saspectsof its
security management responsi bility. By not collectingand coordinating
suchinformation, thedepartment loseskey informationrel evantto
security management and planningfor whichithasoverall responsibility.

Althoughthedepartment created thecurrent security policy, itdidnot
deviseanoversightroleforitself toensureeffectivenessof thepolicy for
agenciesandendusers. Instead, responsibility for security isdispersed
andthereisno coordinated oversight or management. Part of this
divisonmay beduetothetreatment of policymaking asseparatefrom
enforcementinDirective99-1. Nevertheless, it seemsinappropriatefor
thedepartment to perpetuate such adi g oi nted approachto I T security
by ass gningaway itsmanagement respons bility without ensuringuniform
reportingor coordination (apart fromincident handling).

Themayor’ s99-1directivedefinedthedepartment’ ssecurity functionas
having citywideimplicationsbutfailedto provideadequateoversight
authority toimplement thisresponsibility. Weareawareof asuggestion
withinthedepartment that it beallowed to overseetheeffectivenessof
thecitywidesecurity framework; however, unlessthecurrent
administrativeguidanceisrevised, nosuchauthority existsevenif therole
weretakenon.

K ey security management over sight functionssuch asmonitoring
effectiveness and assessing risks have not been implemented

Despiteitsresponsibility for bothmanagement and technical aspectsof
citywidel T security, under thecurrent city security policy thedepartment
hasretai neditstechnica functionsbut del egated much of itsmanagement
role. Whilethedepartment continuestoimplement technical security
solutions, managenetwork security, provideperimeter control, and
protect agai nst maliciousevents, agenciesareleft toconduct their own
monitoring.

Wefoundthat theonly coordination betweenthedepartment andcity
agenciesisfor security violationsandincident handling, and thesupport
provided by thedepartment istechnical rather thanmanagerial. This
suggestsareactiverather than monitored or managed approachtol T
security. Whenweinquiredwhether anyoneensuresthat responsibilities
giventoagenciesor usersarecompliedwith, wefoundthereisnoofficia
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monitoring of compliance. Thedepartment characterizesitscomputer
servicerepresentatives as“itseyesandears’, but notedthe
representativesarenot officially taskedwithmonitoringcompliance. As
aresult, effectivenessof thesecurity policiesandguidelineslargely relies
onagency anduser compliance.

Weacknowledgethat thedepartment hasbeen successful inprotecting
thenetwork systemsunder itscontrol and hasreported no substantiated
unauthorized access. However, thedepartmentislackinganeffective
way toenforcethecitywidesecurity policy at theagency level, asit
cannot monitor or enforceal | guidelinesremotely. Thisalsomeansthe
policy cannot beassessedfor itseffectiveness.

Thedepartment’ smonitoringactivitiesaretriggeredonly by alleged
violationsof thesecurity policy. Inaddition, they appear tobefocused
solely onemail security. Giventhedepartment’ sresponsibility for overall
I'T security, thisdegreeof monitoringisvery narrow. Thedepartment
does, however, maintainlogsthat could beusedto promote
accountability. But giventhesizeof thel ogs, thedepartment considers
regular review asimpractical; consequently thereisnoactivemonitoring
exceptwhenrequiredfor investigativepurposes. However, the
department doescheck theintrusion detectionsystemlogsonadaily
basis.

Thefactsaboveindicatethedepartment takesareactiverather than
planned approachtomanaging citywidel T security risks. A more
proactiveapproachwouldinvolvetheuseof risk assessments.

Risk assessmentscanbeakey tool inassi sting management with security
planning by identifying thetypesof informationhandled and security
requiredtoprotectit. Risk assessmentsnormally consider data
sengitivity, theneedfor dataintegrity, andtherangeof riskstosystems
anddata. Risk assessmentscanhel porganizationstodevelop
appropriatesecurity planstomanagetheir risks. Best practicedictates
that acomprehensivehigh-level risk assessment should bethestarting
pointfor devel oping or modifyingany security policy or plan. Risk
assessmentsshoul d al so be performed and documented onaregular

basi sor whenever systems, facilities, or conditionschange.

Thedepartment doesnot haveacomprehensiverisk assessment for the
city’ sIT resourcesand systems. Ithasnot effectively usedrisk
assessmentstohelpidentify thetypesof informationit handlesor the
security requiredtoprotectit. Althoughthedepartment’ sIT security



Chapter 2: The Department of Information Technology Does Not Provide Sufficient Oversight and Planning to
Effectively Protect and Secure the City's Key Information Technology Resources and Systems

wasassessed by boththe 1989 Sungard BusinessI mpact Analysisand
the2000 L ucent High L evel Assessment, neither assessment focused on
datasensitivity, theneedforintegrity, or therangeof riskstoitssystems
anddata. TheL ucent assessment |ooked at sel ected high-level issuesof
thecity’ sinformationtechnol ogy resourcesand systemwhilethe Sungard
analysispresented anearly versionof thecurrent disaster recovery plan.

Asnotedearlier,under thecity’ s1998informationtechnol ogy master
plan, each agency wasrequiredtoperformitsownrisk classificationto
gradeapplicationsand documentsby theirimportancetotheagency,
assessthepotential harmif dataor programsweredestroyed, altered or
stolen, and assesstheagency’ sdegreeof exposureshoulditloseits
vauableinformation.

Whentheplanwascreated, thel T security model used by thecity was
essentially decentralized. The1999mayor’ sdirectivethen consolidated
responsibility for al I T resourcemanagement tothedepartment, thereby
centralizingit. However, thepracticeof del egatingrisk assessmentsto
agencieshaspersistedintothe2003 citywidesecurity policy despitethe
department’ ssupposed centralized management. Thishascreatedan
inherently dig ointed management Situation.

Sinceanagency doesnot managethetechnical function, itisexposed
primarily tooperational riskssuchasnon-compliancewiththesecurity
policy, rather thanactual physical riskstothesystem. Theserisksare
managed by thedepartment, whichhascentralized technical and physical
control of nearly all primary resourcesrelied onby theagencies.
Althoughit may beinstructivefor thedepartment to know about
operational risksfaced by agencies, theultimaterisk tothecity isonthe
systemsand resourcesthat support agency operations. Agencieshave
no control over theserisks, and they havenot been assessed by the

department.

Thedepartment hasnot linked individual secur ity guidancepieces
intoan effectivecitywidesecurity planningand management

program

Althoughavariety of IT security framework documentsexist, thereisno
overal framework linkingthemintoasinglecitywideprogramof security
planning and management. M ost of thesecurity documentsarestand-
aloneanddonot relateto other guidelines.

Thedepartment doesnot haveacomprehensiveplanthat describesits
overall security programfor thecity. It does, however, haveacitywide
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security policy (rather thanplan) andanissue-specificlnternet usage
policy. Weacknowledgethat thesecurity policy effectively delineates
generalizedresponsibilitiesand expected behaviors. However, neither
policy specificalyidentifiesa) themajor systemsandfacilitiesit covers,
b) whoisresponsiblefor their security management; or c) whoowns,
uses, or relieson particul ar resourcesand systems.

Other assessmentshavemadesimilar findings. The2000 L ucent
assessment foundthat thecity did not haveasecurity planandthat
foundationplanningforthecity’ sIT security framework waspatchwork.
Without updated planning, L ucent said therewasadanger that policies
created by thedepartment will continuetoreflecttheir particular
(technical) focuses, causinggenera, non-technical, responsbilitiestobe
deferredtodepartmentsand userswholack theappropriateguidanceas
tohowtofulfill thoseresponshilities. Thesecriticismsarestill relevant
today.

L ucent’ sfindingwasbased ontheideathat every organi zation should
haveanoverall security plansothatindividual policiescanbeconsi stent
under asingleframework. Thesecurity planshouldflowfromthecity’s
strategicbus nessplanand providethefoundationfor citywidesecurity
policiesand procedures. Theplanshould beacomprehensivedocument
atalevel higher than specificpolicies, suchasinternet usage.

Under Mayor’ sDirective99-1, theresponsibility for suchaplanisheld
by thecity’ schief informationofficer (ClO) whoisthedepartment’ s
director. TheClOisalsoresponsiblefor devel oping security
management goal sand obj ectives; i dentifying metricstomeasure
progress, andensuringall I'T plansarecons stent withthebusinessneeds
of thecity.

Asforfoundational planning, wefoundthat thel T master planhasnot
beenupdated since 1998 and probably reflectsadecentralized I T
management stylenolonger employedby thecity. Inaddition, thecity’s
strategic| T planwaslast updatedin 2004 and makesno mention of
security; and asdiscussed above, thereisno security plan. Therefore,
thefoundationfromwhichtobuild security policies, procedures,
standards, guidelines, and regul ationsi sinadequatebecause of lack of
updatesandfocus.

Unguided by measurement criteriaor planningguidelines, itisunclear
how thedepartment can eval uatemanagement resultsversuscity
businessneedsand purposes. Itwouldbedifficult,if notimpossible, to
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The department lacks
sufficient authority to
effectively manage a
citywide IT security
system

evaluatethecurrent effectivenessof thesecurity program. Withouta
security planlinkedtoother foundationa documents, thereisnoway to
ensurethat any givensecurity implementationisalignedwiththecity’s
overal I T security strategy.

Thedepartment wasdes gned under thecity charter tofulfill atechnical
andexpert roleinoperating most of thecity’ sl T systemsand resources.
Mayor’ sDirective99-1 clarifiedthisgeneral roleby assigningtothe
department theoveral management of citywidel T systemsand services,
includingplanningandmeasuringl T achievement andimplementinga
security systemwithprocedures.

However, thedirectivea soeffectively dividedthepolicymakingand
technical monitoringrespong bilitiesfromtheenforcementresponshility.
Whilethisreinforcesthecharter’ svisionof thedepartment asatechnical
support agency, it doesnot providethedepartment withtheauthority
necessary tomanageitsoverall responsibility asassignedinthe1999
directive. Furthermore, thecitywidesecurity policy created by the
departmentin2003 confirmsthisdivisionbut doesnot establishauthority
tocomprehensively overseetheeffectivenessof thecity’ sI T security
management program.

Current administr ativeguidancedividespolicymakingfrom
monitoringand enfor cement responsibilities

Under Mayor’ sDirective99-1, overall management responsibility of the
city’ sIT systems, resources, and databel ongstothedepartment. The
department al so hastheprimary policymaking responsibility. Agencies
arerespons blefor devel opingandimplementing adegquatesecurity
proceduresconsistentwithoverall city security policies. Agenciesare
alsoresponsiblefor enforcingoverall policiesat their local sites. The
headsof non-city organi zationsarerespons blefor ensuringtheir own
compliance.

Thedepartment hascompliedwiththe 1999 directiveby settingupa
framework tomanagethecity’ sI T servicesand creating security policies
and proceduresto beenforced by theagencies. However, under this
system, thedepartmentisonly responsiblefor creating aframework of
documented policiesbut not for overseeing or enforcingthat system.
Thereisnooversight other thanwhat agenciesmay self-impose.

Becauseit haslimitedability toenforceitspolicies, thedepartment’s
power tofulfill itsmandateislimited by thelevel of complianceof
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individua enduser agencies. Inaddition, thebulk of responsibility for
implementingthesecurity framework fallsonagenciesrather thanthe
department. Thoughit hasoveral management responsibility, the
department playsonly asupportingrolerather thananenforcement or
oversightrole. Thissituationof responsi bility without authority is
primarily duetothedivisionof policymakingfrommonitoringand
enforcement rol escreated under administrativeguidance.

Thedepartment relieson agency and user complianceto manage
citywidel T security

Under current policy, agenciesplay themost significant roleinmonitoring
andenforcingthecitywidesecurity policy. They mustensurecompliance
andenforcethepolicy andguidelines,includingdiscipliningviolators.
They must al sodevel optheir ownguidelinesand procedures, whichthey
must submittothedepartment for review. However, thereisno
guidanceregarding regular monitoringor howtomanagethis

responghility.

Animportant omissioninthecurrent security policy relatestothe
coordination of management betweenthedepartment and agencies. The
current approachrelieson self-monitoringtoensurecompliance.
Agenciesmust monitor themsel vesfor compliancewith security policies;
however, thedepartment’ sHelp Desk hasnever received any security
violationreportsfromthem. Feedback onhow toimprovethepolicyis
provided onavoluntary basis. Atthetimeof our audit, noneof the
departmentshad devel opedtheir ownpoliciesor guidelinesfor the
departmenttoreview.

Under suchaself-monitoringregime, akey toeffectivenesswouldbeto
provideagencieswithadministrativeguidanceandtrainingon

responsi bilitiesand obligations. Without this, agenciesarel efttotheir
owndiscretioninenforcingand monitoring compliance. Suchdiscretion
precludesuniformmanagement of security policiesand promotes
variancebetweenagencies. Asagenciesmust currently assesstheir own
security policy complianceand management but need not report these
resultstoanyone, thedepartment doesnot know how effectively the
policy isbeingmanaged by eachagency.

Withinagencies, security liaisonsaretheinterfacebetweenthe
department and theagency for thecurrent security policy. Liaisonsare
toreport attempted, actual, or suspectedviol ationsof thesecurity policy
tothedepartmental Help Desk. Liaisonsarealsotodisseminatel T
security relatedinformationtotheir agency users. Althoughthey areto
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reportviolations, thereisnorol efor regular monitoring by agency
liaisons. Asaresult, reporting occursonly whenliaisonsbecomeaware
of violations. Nosecurity violationshavebeenreportedtotheHelp
Desk by liaisonsunder thecurrent policy.

Aswiththeagenciesthemselves, thekey toeffectivenesswiththistype
of liaisonsystemistomakesureofficersareawareof their

responsi bilitiesand obligationsby providing adequatetrai ning. Without
such, liaisonsarefreetoreport what they likeand must rely onthegood
faithreporting of enduserstoaccomplishtheir responsibilities.

Finally, agency usersareexpectedto monitor themsel veswithrespectto
compliancewithsecurity policiesandtheir useof authorized software.
Usersplay asupportiveroleinreporting security policy violationstotheir
security liaisons. Asidentified aboveregardingbothagenciesand

liai sons, thekey toeffectivemonitoring by usersisadministrative
guidanceandtrainingrelatedtorespons bilitiesand obligations. Without
this, usersaresimilarly lefttotheir owndiscretionandgoodfaithto
complywithsecurity policies.

Thedepartment doesnot providesufficient trainingon
responsibilitiesand obligationstojustify their delegation

Thereisnotraining programonresponsi bilitiesand obligationsunder the
current security policy for agencies, security liaisons, or end users.

Althoughtheroleseemsvery important, thereisnoformal trainingfor
departmental security liaisons. Similarly, notrainingisprovidedfor
agencies. Agenciesweregivenaninformationa presentationontheir
respons bilitieswhenthepolicy wasfirstimplemented.

Forendusers, thereislikewisenoformal orientationor training. There
is, however, ashort videofor usersregardingthesecurity policy located
onthecity’ sCityFY | web pages. Wetriedto accessthisvideo but
wereunabl eto becauseour standard configurationfor WindowsMedia
Player lackedthenecessary technical softwarecompatibility toplayit, it
islikely othersexperiencedifficulty accessingthevideo, too.

Wea sonotedfrom CityFY | that usersarebackedinto acknowledging
readingthesecurity policy and complyingwith certainsecurity policy
rulesaspart of thetermsof useof thecity’ sweb-based electronicmail.
Relyingonuser complianceisinadequateasaprimary security strategy.
Altogether, webelievethedepartment doesnot providesufficienttraining
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Physical and
Environmental
Controls Are
Inadequate to
Effectively Protect
Key City IT Systems
and Resources

Data center access
practices are
inadequately managed

tojustify delegatingexternal security responsibilitiestoagenciesandend
users.

Most critical city I T systemsand resourcesarel ocated at thedatacenter
intheHonoluluMunicipa Building, whereimportant functionssuchas
city check productionoccur at varioustimes. Wenotedthat the
department hasknown of significant physical and environmental control
issuesthat canimpact I T systemsandresources. However, apart from
seekingtemporary maintenance, thedepartment hasnot sought nor
coordinated solutionswith other departmentswhoresol vethosei ssues.
Thedepartment hasal so shownarel axed attituderegarding datacenter
accesspracticesand entry monitoring.

Thedepartment believestherehavebeenno adversephysical access
eventsandthat only peoplewithlegitimatebus nesspurposesaccessthe
center. Giventheimportanceof theroomasasiteof key I T resources
and systemsaswel | ascheck production, current management of the
accesscontrol systemandreview of accesslogsisvery relaxed. Card
issueisnearly universal withinthedepartment,isnotinrelationtoactua
accessneeds, andtherearenotabl eissuesrel ated to saf ekeeping the
cards.

Almost every departmental employeeisissued an accesscard,
withminimal regardtoactual need

Virtually all staff areissued card keystothedatacenter, evenif they
rarely needtoenterit. A list of departmental employeesshowed that of
137 staff members, 128 have beenissued accesscards. Of these, 25
employeeshaveaccesstothefront door of thedatacenter (green); 67
haveaccesstothefront door and thecomputer/control roomdoors
(blue); and 35 can accessall controlled doorsinthedatacenter (red).

Therearealsoeight visitor passes, seven of which havebluelevel access
andoneof whichhasred|evel access. Accordingtothedepartment,the
red accessvisitor card wasneeded by amaintenancepersonduringa
project, but wasnot returnedtoitsoriginal bluelevel access, after the
project’ scompletion. Thedepartment hassincere-programmedthe

mai ntenanceworker’ ssecurity access.

Weconducted asurvey togainanunderstanding of users’ perceptions
and experiencesof thedepartment’ sdatacenter accesscontrol card
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system. Thesurvey alsotestedthevalidity of internal control rulesand
theaccuracy of internal control logsrel atedtothesystem.

Wesurveyed departmental usersof thedatacenter todetermine:
*  Howwidespreadissuing of accesscontrol cardsis;

*  Whether usersknew of control informationthat couldhelp
validateinternal control rulesandloggedinformation;

*  Whether usersknew what conceptual and/or actual accessthey
hadtothedatacenter;

* Theirexperienceswithusingacard systemregarding possession,
safekeeping, lending, loss, andrepl acement; and

* Frequency of user accesstothedatacenter.
Wealsoattemptedtodeterminewhether:

* Loggedinformationrelaingtousersismaintained;

* Accessrulesarefollowedinissuingaccess,

* Accessrulesarefollowedfor managing access,

* Ruleshavebeenupdated andrevisedtoreflect personnel or
organizational changes,

* Ruleshaveeffectively managed certainaspectsof user
experience; and

* Accesssystemrulesor practicesmakesenseinlight of the
number of usersgranted access.

Wesentasurvey toall 135 employeesonthecurrent departmental
roster. A sampleof thesurvey and our coveringemail messageis
providedin Appendix A. Wereceived 114 responses. Thecompleted
surveyswerecompared withdepartmental control logsandrulesto
assesswhether thereisgeneral compliancewithexistingguidelinesand
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procedures, andto assessuser perceptionsand experiencesrelatedto
theissuesabove.

Survey responsesshowed that 54 empl oyeesaccessthedatacenter at
least onceaweek, while52 accessthecenter only monthly orless. This
divisioninaccesspatternscouldeasily serveasaguidelinewhenissuing
accesscardsinfuture. Operationsstaff whowork inthedatacenter and
asmall proportionof other staff that haveregular serviceor maintenance
dutiesrequirecardstoaccessthedataroom. Remaining cardholders
shouldhavetheir accesslevel sre-eval uated.

Weconcludedfromthissurvey that thepreva enceof issuing cardsdoes
not appropriately reflect thelevel sof accessor frequency of userequired
by usersthroughout thedepartment, andthereforeincursunnecessary
exposuretosecurity risks. Accessguidelinesand management practices
shouldberevisedtofocusonactual requirementsinordertomaintain
datacenter security.

Except for cardissueand establishment of initial privilegelevel,
thereislittlemanagement of thecard system and itsrelated rules

Our survey al so showedthat the security accesscard databaseappears
tobewell-maintained and highly accuratewithrespect toemployee
information, cardnumbers, andprivilegelevels. Of thetwoinstances
wherethesystem|og showedinaccuracies, onewasan employeewhose
accesswasrecorded but not hiscard number; the other wasan
employeewho had started work in May 2005 and whosenameand
card number had not beenlogged asof July 2005. Thelog’ sgeneral
accuracy wasal so confirmed by thefact that of 13 survey respondents
whohadtheir cardsreplaced duetoloss, all 13 replacement card
numberswereconfirmed onthelog.

However, wedid notesomeproblemswiththecard system’ sinternal
management controls. Thedepartment’ sSecurity Card Access
Guiddineoutlinescriteriafor determining staff accesslevels. The
guidelinedoesnot statewhoistomakethisdetermination, but we
wantedtofindoutif usersknew what level of accessthey should have.
Most staff did not know, including prominent departmental managers.
Wediscoveredthat whenempl oyeesareissued cards, they areverbally
informedof their privilegelevel. Sincenearly al employeessurveyed
wereabletocorrectly identify thedoorstheir cardscould open, it
appearsthat thepracticeof verbally informing empl oyeeswhichdoors
their cardscan openismoremeaningful thanthesystem of color-coding
accessprivileges.
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Therewerea sosignificant problemswithloggedaccessconformingto
accessrules. Forinstance, therearenotabl egapsinaccessguidelines,
suchashow todetermineprivilegelevel sfor thosein Planningand
Administrationor theDirectorship. Wefound severa instancesof
employeesholding cardsthat donot conformtoexistingguidelines.
Thesegenerally rel ated toinconsi stenciessuchasempl oyeeswho
transferredinternally but did not havetheir cardschangedtothe
appropriateprivilegeleve; andrecently re-organi zed sections/branches
likethe Systemsand Database Administration Section, whichdid not
haveitsstaff’ sprivilegeschanged (or theruleswerenot changedto
accommodatetheir needfor access).

Althoughtheguidelineprovidescriteriafor granting access, it doesnot
specify whomakesthedetermination, who managesor maintainsthe
system after issuetoensureappropriateaccesslevel sareassigned, or
who updatestheguidelinestoensureaccesslevel sreflect current
organi zational needs. Weunderstandthat control of theaccesssystem
hasfallentotheOperationsDivisionby default becauseitislocatedin
thedatacenter. However, therearenodirectivestohelpthedivisionin
managingthesystem.

Other aspectsof thesystemthat wereproblematicrelatedtothe
safekeeping of cards. First, wearenot awareof any current
management or directionregarding protectionof cards. Previoudly,
empl oyeeswereaskedto signan acknowledgement formtodocument
that acard had beenissued, but thispracticehasbeen di scontinued.

Second, thereareno guidelinesregarding wherecardsshoul d bekept,
whether and how to securethem, or whether employeesareallowedto
lendor sharetheir cards. Itislefttotheemployee’ sdiscretionineach of
theseareasasto how they securethecard.

Third, therearenoformal lossor replacement policies. Employeeswho
losecardsaresimply issuedwithnew onesandthelost cardsare
deactivated. Therearenocriteriagoverningwhether |ost cardsshould
bereplaced. Theeffectivenessof thissystemreliesonemployeesbeing
awareof havinglosttheir cardsand makingatimely reporttotheproper
personsothey canreceiveareplacement and havethelost one
deactivated.

Of 106 employeessurveyed, 15hadlosttheir cards. TheOperations
Divisionhaslost morecardsthantheother divisionscombined. This
may bebecausemanagement of thesystemislocatedintheOperations
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Divisionandthereforeknowledgeabout replacement cardsismore
widespread. Oritmay indicatealevel of abuseof thesystem, because
employeesareaware of how easily lost cardscan bereplaced. We
noted that twolost cardshavenot beenreplaced; the Operations
Divisionemployeeinchargeof thesystemhasstoppedissuing
replacementsuntil theresultsof thisaudit arerel eased.

Althoughvirtualy every employeewesurveyedwhohadbeenissueda
cardreportedthat they actually possessed thecard, theremay havebeen
occasionswhenemployeeswereawareof losingtheir cardsbut because
they did not needto accessthedatacenter did notinformanyoneof this.
Somesurvey respondentscommented that they know they canenter the
center without usingacard andthereforestoretheir cardselsewhere. In
theabsenceof guidanceon how employeesshould securetheir cards,
wefoundthat cardsarekeptinvariouswaysandinawidevariety of
locations.

Thesecurity implicationsof employeesusingand storing cardsat their
discretionaresignificant. Cardscouldrremainunaccountedfor fora
significant period of timeand potential ly beusedtogainunauthorized
entry tothedatacenter. Inaddition, accesscardissuancemay needto
bereassessedif employeesarenot findingitworthwhiletousetheir
assigned cardsto accessthecenter. Giventheimportanceof resources
secured at thedatacenter, thepotential for accesscardstobeleftin
unattended|ocationssuchasat home, inunlockeddesks, orin
unattended personal effectslikebagsor incarscouldbeserious.

Furthermore, thereisnoguidelineprohibitingemployeesfromlending
their cardstoothers. Survey resultsshowedthat only 5of 106
employeesallowed someoneel seto borrow their cards. However, two
of thosefivehadresidual red (highlevel) accessremainingfrominter-
officetransfers.

TheDepartment of Facility MaintenancemanagestheKapolei Hale
facility. However, theDepartment of Information Technology hasnot
established accesscontrol rulesfor thisroom, asit hasshared control
overthefacility. Inadditiontoinformationtechnol ogy personne,
Department of Facility Maintenancestaff and security personnel aso
have accessto thekeystothedatacenter.

Inadditiontobeingadisaster recovery andinformationtechnol ogy
supportfacility, thedatacenter room housestel ecommunicationsfacilities
andother cable-relatedfacilitiesfor Kapolei Hale. Vendorsfor these
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Physical and
environmental control
issues have not been
effectively addressed

facilitiescangainaccesstotheroomeither by being escorted by
departmental personnel or Department of Facility Maintenancesecurity
staff. Giventhemultipleusesof theKapolei facility, thereisarisk that
theinformationtechnol ogy department woul d not bemadequickly aware
of non-departmentally escorted entriesintothefacility or harmful
activitiesatthesite.

L ogged activityisnot regularly monitored or reviewed

No adverseaccessincidentsconcerningthedatacenter havebeen
reported by thedepartment. However, thismay reflect thecurrent

rel axed attituderegarding thereview and monitoring of accesslogs. We
foundthat accessentry |ogscreated by thesystem arenot monitored or
reviewedonaregular basis. Inspection of thelogsonly occurred after
something happenedtowarrant suchreview. Visitorlogsarecollected,
but only heldfor twotothreemonths.

M anagement believesthat most empl oyeesdo not exceedtheir privileges
or abusethesystem. Weweretoldthereisaninformal systemsuchthat
if anemployeeisdiscovered using keycardsor accessing something
inappropriately, thepersoninchargeof thecard accesssystemwill
discussit withtheoffending employeeand escal atetheactiontakenas
necessary withasupervisor or divisionchief. Occurrenceof thiswas
characterizedasrare.

TheKapolei Halefacilityismanaged by the Department of Facility

M ai ntenancewhich contractswithaprivatesecurity company. The
telecommuni cationsroomiswithinthevicinity of busi nesshourssecurity
patrols, but these patrol saredesignedto patrol theareaingeneral and
arenottailoredtolook for specificactivitiesthat may jeopardize
informationandtechnol ogy department assetswithintheroom.

Theprivatesecurity company keepslogsof itspatrols. Themanager for
security told ushecould not recall any instanceswheresuspi cious
activity had occurredrel atedtothedatacenter. Theinformationand
technol ogy department doesnot coordinatewith security to beinformed
of suspiciousactivities.

Thedatacenter facesknown physical andenvironmental control issues
that may jeopardizeits| T resourcesand systems. Thecenter’ slocation
inthebasement of theHonol uluMunicipa Building makesit subjectto
water intrusion. Thereareknown problemswithenvironmental control
measuresrel atedtofiresuppressionandcooling. Thedatacenter has
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few physical security measuresbeyonditsaccesscard system, andkey
accesspointsarenot physically secureor monitored by security
cameras.

Thedatacenter issubject towater intrusion

Thedatacenter islocatedinthebasement of theHonoluluMunicipal
Building. Several of theempl oyeesweinterviewed noted thedatacenter
hashistorically experiencedwater intrus onwhenever thereareheavy
rainsor thelandscapeaboveisover-watered. Thereareanumber of
pointswherewater i ntrudesinto thedatacenter and thedepartment has
resorted to measuressuch asanindoor raingutter and protectivetarps
toprevent water damagetoresources.

Somebuilding occupantssuspect that whentheofficesonthefirst floor
breezeway wereencl osed someof thedrainswerecovered up, causing
water tointrudeunpredictably intothebasement. Someleaksare
predictable, suchastheareawhereanindoor rain gutter hasbeen
installed and aseal ed crack inan areawherecritical resourcesare
located (knownasthedark room). Exhibit 2.1isaphotograph of the
indoor rainguitter.

Exhibit 2.1
Photo of Indoor Rain Gutter in Data Center

This indoor rain gutter was installed in the dark room to catch water
that seeps in from between the ceiling and wall.
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Atanother known point of leakage, arudimentary water detection
system hasbeen devel oped by inserting paper towel sbetweenthewall
andtheroof. Exhibit 2.2 showsthepaper towelsstuck intheceiling.

Exhibit 2.2
Photo of Paper Towel Water Detection System

Paper towels placed between the ceiling and wall in the dark room are used to
indicate when water is seeping in.

Employeesmonitor thedampnessof the paper towel sand report any
wetnesstotheDepartment of Facility Maintenance. Inamemorable
instanceseveral yearsago, water dripped onto somedisk control units
andthemainframe, causing damagetothedisk controller andlossof
spaceonthedisk duetoacidinthewater. Thetenant next door, Oahu
Civil DefenseAgency, hasexperiencedsimilar water intrusionand
equipment damage.

Thedepartment hasdi scussed thissituationwiththe Department of
Facility Maintenance; when called, mai ntenancestaff triestoseal the
leaks. Currently thereareno maintenanceempl oyeesdedi catedtothe
HonoluluMunicipa Building, makingtimely remediationof leaksor
applying preventivemaintenancemoredifficult. Sincethedatacenter



Chapter 2: The Department of Information Technology Does Not Provide Sufficient Oversight and Planning to
Effectively Protect and Secure the City's Key Information Technology Resources and Systems

runs24 hoursaday, seven daysaweek, center personnel areaskedto
check for waterintrusiononadaily basis.

Firesuppression may not beinworkingcondition

Therearefivegas-basedfireextinguishersinthedatacenter. Thereare
eight sprinkler dischargepointsinthecomputer room, seveninthedark
room, andtwoinother areasof thecenter. Thesystemisactivated by
smokeor heat andismaintained by avendor contracted by the
Department of Facility Maintenance. Thesystemisinspected by the
vendor twiceayear. Initially therewerealsofour handheld
extinguishers, but oneiscurrently missing.

TheHonolulu FireDepartment inspected thedatacenter recently and
citedthedepartment for thefront tank extingui sher becauseitlackeda
servicetag. Asthevendor for thetankshadjust recently madeitsown
inspection, thedepartmentinquired about themissingtag. Thevendor
reveal ed thedepartment had not passeditsinspectioneither, butfailedto
communicatethisat thetime. Thevendor promisedtoreturnand correct
thedeficiencies.

A fireoccurredrecently becauseafaulty air conditioning heating e ement
caused thefloor tosmoke. Thefiresuppressiondidnot work to put out
thefire, but luckily therewasnoresulting damage.

Air conditioningfailuresareproblematic

TheDepartment of Facility Maintenancemaintainsthedatacenter’ sair
conditioning units, which haveexperienced problemsinthelast year due
totheir age. Thefacility maintenancedepartment hasadvisedthe
informationtechnol ogy department that most of therecent repairsare
merely temporary sol utionsand replacement woul d beabetter course.

Thedatacenter isservedby twoair conditioning chillersinthebasement.
Intheevent of abasement failure, chillersontop of thebuilding canbe
used asbackupfor thebasement units. Problemswiththeair
conditioning systemareknownandnot unusua. Evenduringour site
visit, oneportionof thedatacenter wasnoticeably warm; wel ater
discoveredthesystem had required maintenancefor threedaysincluding
theday of our visit. Thedepartmentisunder theimpressionthat the
facilitiesmai ntenancedepartmentisplanningtoreplacetheentire
building’ sair conditioning system. Asastopgap measureuntil that
happens, thedepartment haspurchased four coolingfans, whichappear
tobeeffectivewhenusedduringair conditioningfailures.
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Thecenter’ sinformal protocol isthat whenever thetemperatureinthe
dark room reaches 85 degreesor more, I T systemsare powered down.
Thelast timethisoccurred wasin February 2005 (six monthsprior to
our auditwork).

Ononeoccasion beforetheheavy duty cooling fanswerepurchased, the
department had to purchase househol d-gradefansand borrow fansfrom
employeework spacesfollowingalate-nightair conditioningfailure. As
aresult of that failure, risingtemperaturesforced thedepartment to shut
downnon-critical servers. Someharddrivesandmemory havefailedas
aresult of suchcoolingfailures. However, todate, thedepartment has
not had to shut downany major or critical resourcesdueto cooling
fallures.

Someentry pointsappear insecure

Asnoted above, most of thesignificant accesspointstothedatacenter
arecontrolled by cardkey. However, thereareafew vulnerable
locations. Forinstance, inthevisitor entry areathereisan open space
about wai st highthroughwhichanadult couldeasily gainentrancetothe
operators' area. Thisopeningwasaremnant fromplanstoprovidea
handicap accessrampthat wasnever built. Exhibit 2.3showsthis
openinginthevisitor entry area.

Exhibit 2.3
Photo of Opening in Visitor Control Area
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Thereisalsoadidingmeta partitionusedtocloseoff thesecurity
window areaentirely, fromroof tofloor. Thispartitioncoverstheopen
spacenoted above. However, weheard conflicting reportsastowhen
thepull down partitionisused. Employeesvarioudly reportedthe
partitionisusedrarely; duringweekendsor lateat night; or whenever
city checks(includinggenerd, payroll, and Section8checks) arebeing
produced.

Thedatacenter delivery door opensontoashared hallway inthe
basement. After entering HonoluluMunicipal Building, thereisno
significant barrier toaccesstothebasementlevel andthishallway. The
delivery door isanolder doubledoor withglasswindow panel s(taped
to obscuretheroom) that iskept locked at all timesand secured by a
card swipeaccesspoint. Thereisanoticeablegap betweenthedoors
wherethel ocking mechanism could beforced, and someemployeesare
concerneditisnot secure.

Thereisalsoaserviceelevator tothebasement. Theentirebasementis
shared by theinformationtechnol ogy department, theHonoluluFire
Department call center, and Civil Defense. Theinformationtechnology
department wasprovidedwithonly twoelevator keys, whichare
generally usedfor vendor deliveries. Occasionally, vendorsandothers
areescorted downtheelevator unbeknownst tothedepartment. This
couldbeproblematic, asthehallway fromtheel evator passesthe
center’ sdelivery door noted above.

Thecenter itself hasonly onesecurity camerafor thevisitor area. There
areplanstoinstall morecamerasat accesspointsinthecenter itself and
atthedelivery door. However, employeesnoted that existing building
security camerasarecurrently not monitored; nor aretheenvironmenta
sensorsforbuildingair quality.

Further issuesrelated totheK apolei computer room

Inadditiontothesecurity i ssuesregarding themulti-purposecharacter of
theKapolel Haleroom, therehavebeenloadfailures(whenthetwo
chillersrunsimultaneoudy) that haveprompted alternateoperation of
eachchillerindividually. Intheeventthat theoperatingchiller shuts
down, analarmistriggered. However, thealarm soundsonly withinthe
room; becausetheroomismostly unattended, thereisarisk that climate
control problemscould remainunidentifiedfor asignificant period of
time
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The department has not
proactively pursued
durable solutions to
known physical and
environmental concerns

Thissystemrelieson passing Department of Facility Maintenance
personnel to detect thesounding alarm andtakeappropriateactionto
activatetheother chiller. Instructionsfor thisprocessareonacrude
handwrittensignonthedoor. Consequently, thereisnofail-safemethod
of activatingthebackup chiller shouldafailureoccur.

Inaddition, thereisal sono uninterruptiblepower sourcefor theroom.
Thiscreatesapower management issuefor theroom’ sequipment.
Thereisacurrent projecttoinstall anuninterruptiblepower supply,
whichisscheduledto becompl eted beforetheend of 2005.

Therearetwofactorsdel ayingthedepartment’ sresol utionof known
physical and environmental concerns. Oneiscontrol of designand

mai ntenance; theother isthedepartment’ slack of initiativeinsolvingthe
problemsin-houseor coordinating with other departmentstoensure
permanent sol utionstothesei ssues.

Digointedresponsibility contributestoalack of implementation
of appropriatecontrols

Thedepartment’ ssystemsandresourcesarehousedinfacilities
controlled by other departments, notably theDepartment of Designand
ConstructionandtheDepartment of Facility Maintenance. Assuch,the
designof improved accessand other physical controlsisnot directly
under thedepartment’ scontrol; nor generally isthemaintenanceof
existingfacilities. Althoughthedepartment hasconsultedwiththeabove
departmentsabout improvementsto physical control ssuchastheaccess
control systemandair conditioning, theirimplementationisnot under the
department’ spower. However, thedepartment recently indicated that
theDepartment of Facility Maintenancehasdel egatedthereview of
certaincitywidephysical control project proposalstoit.

Thedepartment hassought only tempor ary solutionstoknown
problems

L acking control over thedesignor implementation of improved access
andphysical controls, itisunderstandabl ethat thedepartment uses

exi sting meansto securemai ntenancetoitsphys cal and environmental
controls. However, itisproblematicthat sol utionsto knownrecurring
environmental control issuessuchaswater intrusonandtheair
conditioning havenot beeneither meaningfully coordinatedwith
controllingdepartmentsor resol vedin-housethrough budgetary or
negotiated servicemeasures.
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The Department
Manages Normal
Backup and
Recovery
Requirements
Adequately But
Disaster Recovery
Planning and
Implementation s
Lacking

The department manages
its routine backup and
recovery duties
reasonably

Thedepartment effectively managesroutinebackupandrecovery
requirementsaccordingtoitsdefined policiesandrelated activities. In
mostinstances, thecurrent system appearseffective. However, there
arenotableissuesrel ated todisaster recovery planningand
implementationthat may jeopardizeservicecontinuity andavailability for
thecitywidesystem.

Proceduresandrelated regular activitiesarein placefor backingup
servers, mainframes, and databases. A programexiststoregularly back
up city computer filesand storecopi essecurely at an off-sitelocationto
minimizeservicedisruption. Thecurrent programissuccessful in
effectively backingupandrecoveringdatafor routinebusinessneeds;
andthisisdue, inpart, toautomated schedul ed backupsof mainframe
andWindowsserverstoelectronicvaults.

Computer filesareregularly backed up and stor ed at a secur e off-
sitelocation

Proceduresareinplacefor regularly backingup servers, mainframes,
and databases. Backupfilesarecreatedonadaily and weekly basis.

M ost network backupsandthemainframebackup areautomatically
storedintapevaultsinthedatacenter and at theoffsiteKapol ei location
onadaily andweekly basis.

Daily tapesusedtobestored offsitebut arecurrently being storedinthe
CivicCenter parkinggarage. Previoudy, daily tapesweretakeneach
morningtotheHonoluluPoliceDepartment at Alapai Street, wherethey
werestoredinaminicomputer room secured by anaccesscontrol card
key. Thecard, however, recently expired and hasnot beenrenewed
becausethepolicedepartment i sreviewing continuing authorization.
Weekly tapesaretaken offsitetotheK apol e storagefacility every
Tueday.

Thissystemensuresthat most disruptionsarecorrectablefromdaily
tapes, althoughtheweekly setisoccasionally retrievedfromKapolei.
Thestaggered approachto backupsmeansthereareusually several
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incremental daily backupsavailableprior toafull week’ sbackup.
Weekly setsareavailableinturn prior tomonthly backups.

Physical protection of backup copiesisalsoanissue. Previoudly, daily
tapeswerestored about half amileaway fromthecenter at thepolice
department. Thisdistancefacilitated tapedropsbut wasnot sonear as
tobeaffected by anevent specifictotheHonoluluMunicipal Building.
However, itwoul d beaffected by any citywidepower outageor
commonnatura disaster suchasanidand-widestorm.

Thecurrent daily tapestoragel ocation, inthemunicipal building’s
parking garage, doesnot offer thisprotection. Althoughitisadedicated
storagespacefor thedepartment andislocated adjacent tothemunicipal
building, itisnear enoughto beaffected by any building-specificevent.
Itwould alsobeaffected by alocal power outageor other disaster such
asastorm.

Intheevent Honol ulu Police Department storageroom accessisnot
renewed, thedepartment will needtofindanother viabledaily storage
sitebecausetheparking garagel ocationisnot far enough away fromthe
datacenter to protect against | osscaused by thesameevent. The
department hasbeenwarnedinapreviousreview that itspracti ceof
storing tapesinthemunicipal building parkinggarageisnot distant
enoughto protect againstimpai rment.

Theweekly tapestoragesiteat thecity’ sKapolel Haleofficecomplexis
located 21 milesaway fromthedatacenter. Thisisfar enoughtonot be
affected by abuilding-specificevent or by acity-widepower outage.
Thesitewouldstill belikely affected by anidand-widedisaster event,
however.

Therehavebeen very few memor ableuser recoveriesunder the
current system

Contact personnel for key serversreported no problemswiththecurrent
backupandrecovery system. Mostindicatedthey arenotinvolvedin
thebackup processitself; they primarily coordinatebackup and
restorationissuesfor users. They reportedthat restoration of datais
usually accomplishedwithoutincident; onrareoccas onsarecovery has
tobemadefrom OperationsDivisiontapesor fromtapesretrievedfrom

Kapole.
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The department has not
effectively managed its
disaster recovery and
contingency planning
responsibilities

It appearsthat thecentralized responsibility for backupandrecovery,
supplemented by automated schedul ed backups, isefficient and effective
for meeting current businessneeds.

Someaspectsof routinebackup and recovery requirefuture
management attention

Asnoted above, thedaily tapedrop siteisprobably too near to
HonoluluMunicipal Buildingtobeusedasapermanent sitefor daily
backup storage. If theHonolulu Police Department sitecannot be
reauthorized, another | ocation should bechosen.

Another issuerel atesto mainframebackups. At present, thedepartment
isabletorecover mainframedata, butit takes48 hourstoreturnto
useful processingagain. Moreequipment, includingupdated
communication, storage, and mainframeequi pment could makethis
processmoreefficient, sothat thedepartment couldloseonly 3to4
hoursinstead of 48. Pending budgetary approval, thedepartment plans
toacquirethenecessary equipment withinthenext 8to 12 months.

Similarly, theageof someequipment wasal socited asabarrier to
upgradingtomoreeffectivetechnology. Therelianceonout-of-date
hardwareor software, whichisnolonger supported by vendors, isa
related problemthat createsmaintenanceand efficiency issuesinthis
area. Someintervieweesvoi ced concernsthat thelimited problems
experienced with backupsand recovery werecaused by bad tapes,
recovery timerequired not timely meeting businessproductivity needs, or
other problemswithcurrent technology applied.

Finally, weweremadeawareof agrowing backupwindow whichisthe
timerequiredto completeabackup ontheserver side. Someof this
maly beattributed to unnecessary back ups, inwhich caseguidelines
could beimprovedto hel p determinewhat shoul d be backed up, what
should bekept current, andwhat shouldbearchived. Likewise,
increasing user awarenessof how their filemaintenanceaffectsbackups
couldimprovetheefficiency of backupandrecovery operations.

Thedepartment hasacomprehensivecontingency planfor citywidel T
systemsand resources, knownasthedisaster recovery plan. Thisplan
focusesprimarily onmainframeand critical applicationsrecovery. Under
theexisting plan, thereisnoclient server recovery strategy; however,
oneisbeingdrafted.
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Mainframerecovery testing hasal sobeen successful. Thedepartmentis
fairly confidentit canmeetitsinternal requirement that mainframedatabe
recoverablewithintwodays. Critical servershavebeentested
successfully by thedepartment’ sA pplicationsand Technical Support
Divisionsfor settingup abasesystem. However, wedid noteseveral
problematicissuesinthisarea.

Notable weaknessesrelated to the current state of disaster
recovery planningexist

Thedepartment’ sdisaster recovery planisfounded onabusinessimpact
analysisconductedin1989. Intheinterveningyears, responsibility has
been passedto city agenciesto conduct their own businessimpact
analysesandrisk assessments. Todate, neither thedepartment nor
agencieshaveconducted arisk orimpact analysisthat wouldaignwith
current conditions. Furthermore, theprevalenceof client server/local
areanetworksinusewarrant assessment astotheir risk, businessimpact
and continuity, andincorporationintothecity’ sdisaster recovery
contingency plan.

Therecurrently isnooperativestrategy for testing client server/local area
network resources, which may total asmuchashalf of thecity’sIT
systemsandresources. Inthisrespect, current servicecontinuity and
disaster recovery plansareblindly facinguncontrolledrisk exposureto
theseresources.

Duringthemost recent mai nframedatabaserecovery testing period, tests
wereperformedwithinamodified 48 hour (thetwo day requirement)
timeframeto accommodateastandardwork day, and did notincur staff
overtime. However, thedepartment’ stesting report summary notesthat
anactual 48 hour test should beperformedinthefuturetosimul ate
disaster conditions.

Wenotedthat themodified 48 hour timeframeactually covered six
workingdays. Therewereal soinstancesof humanerror which, while
unavoidabl e, hasaforeseeabl eimpact and may bemagnified under the
pressureof areal-timetest.

Furthermore, off-id andtechnical support that wasunavail ableduringthe
test periodisproblematic. Aspectsof thedisaster recovery planthat
requireafter-hourssupport should bereviewed and documented
beforehandto mitigatedel aysinatest or actual disaster scenario. Also,
sincethedepartment managesafew resourcesused by other counties
andthestategovernment, testing, mai ntenance, reconciliation, and
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coordination should bemademandatory sinceonecounty recently opted
out of atestingexercise.

Priority of recovery isanother importantissue. Wewereprovidedwith
alistindicatingtheorder of emergency processing prioritiesamongcity
entities. Thesepriorities, however, havenot beencoordinatedwith
agencies. Thedepartment’ sdirector acknowledgedthisgap, notingthe
department doesnot know agencies’ ownprioritiesintheevent of |oss
andthereareno criteriaonwhichthedepartment canjudgeitsservice
andsupporttoagencies. Thedepartment believesfull mainframe
recovery isachievableintheevent of al oss, but except for oneserver
thereisnoway toreconcilewhether thishasoccurred under thecurrent
plan.

Spaceandtravel timewerenot consideredintherecenttesting. The
testingsummary acknowledged somerecovery functionsandtesting
weredoneremotely; however, duringanactual disaster, itisanticipated
that recovery and command center spacewouldberequired. The
summary mentionsthat thedepartment hasrequested spaceat Kapol e
fromthe Department of Facility M aintenance, but nodecisionhasbeen
rendered ontherequest.

Thesupport siteissueisproblematic. Thedepartment planstousesites
at thepolicedepartment on Alapai Street or at Kapol el Haleto support
disaster recovery command or recovery. However, thedepartment has
not beenincontact withthepoliceinafew yearstoconfirmits
availability asacommand center. Thecurrent disaster planapproaches
thisissueasan as-needed rather than asupported contingency. The
Kapolei sitea sofacessupport siteissuesdescribed morefully below.

M ost functionsin the plan aremeant tobecarried out by
Honolulu Municipal Building-based per sonnel

M ost dutiesand functionsunder thecurrent recovery planareintended
tobecarried out by HonoluluMunicipal Building-based personnel. In
theunlikely eventthat theHonoluluMunicipal Buildingisdestroyed
during businesshours, therewoul d bevery few empl oyeesremainingto
implement theplan. Thisisakey vulnerability asthereisnocurrently-
staffedsecondsite.

Furthermore, thereisa soaconcernabout employees awarenessof
theirfunctions. Theplanprovidesgeneral rather thanspecificduties, so
it cannot beused asachecklist regarding key duties. Wenotedthat
duringthetestingonestaff member couldnot fulfill hisplannedfunction
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Insufficientsupport
exists to implement an
effectivedisaster
recovery program

becausehewasnotinvolvedinthedaily processrelated tothose
systemsand did not know how to carry out the specifictasksrequired of
him. Thisimpactedthetestresults. Althoughtherewerenoother such
instancesduringthetesting, itrai sesaconcernthat staff must benot only
physically availablebut appropriatel y trained for and awareof their
responsihilities.

Kapole siteisnot fully suited for recovery or command activities

TheKapolei siteisnot adequately suited to serveasarecovery or
command center intheevent of adisaster. For instance, it doesnot have
anuninterruptiblepower supply; andthereareconnectivity issuesthat
makeit unsuitablefor somerequired activitiesintheplan. ltshiggest
issueisthat itlacksappropriatespaceto conduct commandand

recovery functions. Asthereisnoofficial agreement betweenthe
informati ontechnol ogy department andtheDepartment of Facility

M ai ntenanceon thissubject, thereisno guaranteemorespaceor other
availability issueswill beaddressed.

Thedisaster recovery coordinator indicated to usthat to date, disaster
recovery hasbeenpaidlip serviceonly; andthat thecoordinator’ s
positionisoneof responsibility without authority. Previousdisaster
planninginitiativeshavebeenunder funded, and disaster planningis
treated assecondary todaily productionwork.

Twoprimary issueshaveemerged regarding support for disaster
planning. First, thepreviousadministrationwasprimarily concernedwith
higher profileand publicrelationstypeinitiativesand accomplishments
rather thandisaster planning. Second, previousmanagement andsome
membersof current management havebeen unsupportiveof current
disagter planningefforts.

Previousadministrationwasprimarily concer ned with high profile
and publicrelationsactivities

Previousmanagement wasquitecritical of thedisaster planning program,
andthoughtheprogramwasgivenpriority inreportsand budgets, in
practiceitwassubordinatedto other morevisibleprojects. Notall
previousmanagement believedinthephilosophy of disaster recovery and
thishasbeenreflectedinbudget cutsand alack of fundingandoverall
support. Previousdepartmental |eadershipwasprimarily concernedwith
highprofileand publicrel ationstypeinitiativesand accomplishmentsand
actively redirected and reprimanded staff whoworked ondisaster
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recovery initiatives. Therewereal soconflictingdirectives, asthesame
leaderstol d disaster recovery staff they wouldbepersonally liablefor
any recovery failures. However, thecurrent department director
appearssupportiveof disaster recovery planningandinitiatives.

Disaster recovery coor dinator hasresponsibility but noauthority
toaccomplishdisaster recovery planning

Thedepartment’ sdisaster recovery coordinator hastheresponsibility to
set up and executeadisaster plan, but not theauthority toenforce
compliancewithplanningobjectives. Thecoordinator’ spositionwithin
theOperationsDivis onmeansthat divis onchiefscaneffectively ignore
requestsfor informationand support. Somedivisionchiefshaveavoided
participatingindisaster planning by del egatingthisduty tosubordinates,
thechiefsthen pleadedignoranceof theplan or planning processwhile
criticizingthefinal planning document. Somekey management personnel
areallegedly not only vocally unsupportive, but actively work to
underminedisaster recovery activities.

Wenotedthat thedisaster recovery coordinator position hasbeen
moved severa timeswithinthedepartment’ sdivisions. Followinga
recent reorgani zation, thecoordinatorisnolonger includedinoperation
divisionsupervisor meetingsor executivemanagement chief meetings.

Disaster planninginitiativeshaveal sobeenunder-funded. Thisisduein
parttolack of management support asdiscussed above. The
coordinator hashadtoresort torequesting funding for minimal but
importantinitiativessuchasmorebackupdrives, additional firewalls, and
additional servers. Thecoordinator hasal sorequested and beenrefused
trainingfor several years, resultinginpersonal maintenanceof her
relevant certifications, andwasnot reimbursedfor keeping her
certificationscurrent.

Disaster recovery planning hasnot been awardedtheappropriatel evel

of internal departmental priority. Meetingsarescheduledonanas-
needed basis. Evenwhen schedul ed, meetingsareoftencancelled
becauseattendees’ prioritiesaretoattendtodaily work rather than
planning meetings. Disaster planningwork istreated assecondary to
daily productionwork. Asaresult, thecoordinator has“workedaround
management” and“ workeddirectly withstaff” toachieveplanning
objectives.

Despitethesechallenges, thedisaster recovery coordinator hasbeen
effectiveinproducingafully updated and comprehensivedisaster
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Conclusion

recovery planregarding mainframeresources, overseenthesuccessful
recent mai nframetesting; successfully coordinated withtwoof three
neighbor island countiesto movetowardsstatewi detesting; and obtained
commitment andfundingto planclient/server environment recovery
protocols.

TheDepartment of Information Technology isresponsiblefor managing
thecity’ sinformationtechnology systemsandservices. Thisincludes
ensuring proper security over systemsand resourcesand providingfor
theavailability of key resources, systems, and datafor city business
needs. Weacknowledgethetechnical successesof thedepartmentin
maintai ningand effectively operatingitsaging systemsand resources, and
providing effectivetechni cal security and substantial supportto
government servicescountywideandinsomeinstances, statewide.

Our review of sel ectedinformationtechnol ogy control issuesfocusedon
thecitywidesecurity management structure, control sappliedto protect
key resourcesand systems, and measuresto ensureavail ability of
informationtechnol ogy resourcesfor current businessneeds.

Wefoundthereareinadequaciesrel ated totheoversight and authority of
thedepartment to provideappropriatemanagement of thecurrent city
informationtechnol ogy security framework. Theseshortcomingscanbe
addressed by undertaking appropriaterevisionstofoundational planning
and policy documents, and by thedepartment taking an expanded
oversightrolecommensuratewithitscitywidemanagement responsibility
forthesesystems. Currently, thedepartment overemphasizesits
traditional technical support roleand defersmonitoring and enforcement
toagenciesandusers. Thedepartment should coordinateagencies
management resultstoimproveitssecurity of thecitywideinformation
technology system, andallow for agency and user feedback inits

management.

Our review alsofoundthat thereareissuesconcerning accesscontrol
practicesand environmental control sfor thedatacenter. Wefoundthat
management of physical accesstothedatacenteristoorelaxedand
stemsfromtheassumptionthat becauseno adverseaccesseventshave
occurredinthepast, nonewill occurinthefuture. Asaresult, accessis
not restricted toreflect actual needs, andthereisnot enough
management tomaximizesecurity withinthecurrent systemincluding
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reviewingaccesslogs, managingthecard systembeyond cardissue, and
promoting saf ekeeping awarenessamong cardkey holders.

Weal sofoundthat thedepartmentisawareof significantissuesrel ated
tothesephysical andenvironmental controls. However, giventhe
significant natureof thecontrol issuesrelatedtowater intrusion, fire
suppression, and coolingfail ures, thedepartment needsto seek more
durablesolutionsto protectingthemaj or informati ontechnol ogy systems
andresourcesinthecenter. Weacknowledgethat designand

mai ntenanceof thesecontrol sisbeyond thepowersof thedepartment;
however, thedepartment hasnot effectivel y sought coordinated sol utions
or self-hel pmeasuresto addresstheseissues.

Weal sofoundthat thedepartment hasareasonabl ebackupand
recovery programinplacewhichiseffectivefor theroutinebusiness
needsof thecity, and acknowledgeitssuccessinthisarea. However,
wedidfindthat planningfor disaster recovery of magjor I T systemsand
resourceswasl acking dueto previousadministration support, internal
Issueswithinthedepartment, andlack of funding.

Thoughthecurrent disaster recovery planhasbeensuccessfully internally
testedinthemainframeenvironment, thereareissuesinvolvingthe
currentrecovery plan. Theseincludedeterminingdepartmental
requirementsfor serviceand supportinthecaseof | oss, devel oping
serviceleve criteriafor businesscontinuity and supported service, and
understandingthecity’ sexposureintheevent of amajor service
discontinuity.

Wereadlizethat thechangesrequiredtoimprovethesecontrol areaswill
takeasubstantial amount of time, management dedi cation, external
coordinationwith other departments, and appropriatefunding.

However, thecity’ scurrent approachisoneof service-oriented,

busi ness-driven, and cost-effectiveapplicationof informationtechnol ogy.
Assuch, thesechangesarenecessary to meet thegrowingimportanceof
applyingappropriateinformationsecurity control stoprotect fromthreats
toinformationtechnol ogy servicecontinuity andavailability, minimizing
potentia damage, and maximizingtheutility thesesystemscanprovideto
publicservicesand governmental operations.
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Recommendations 1. Thedepartmentshould:

a

Developacomprehensivel T security planthat includesbutisnot
limitedtothecreation of afunctional management planandan
ongoing assessment processto ensureeval uation of theplan;

Seek fundingtofacilitateacitywiderisk assessment, including
bus nessimpact andbus nesscontinuity/resumptionanalys's,

Clarify authority andlinesof responsibility for citywidesecurity
management by appropriately revisingkey planningdocuments
and policies, andworkingwiththemayor and city agenciesto
resol vecoordination, management, andoversightissues,

Improvesecurity for thedatacenter by seekingfundingfor
improved physical andenvironmental controls, and managedata
center accessto moreaccurately reflect actual accessneeds;

Seek waystofurtherimproveroutinebackupandrecovery

practi cesby acquiringfundingfor upgradingtechnology or

media, and devel oping appropriateguidelinesor other awareness
programsto enhancebackup andrecovery effectiveness,

Pursuean appropriatefunding programfor disaster recovery
planningand required supportingelements, and providean
appropriatelevel of authority and priority tothedi saster
recovery functionwithinthedepartment; and

Coordinateand seek agreementsfromexternal departmentsand
agenciesregarding supporting elementsand servicesrelatedto
physical control sand disaster recovery planning.

2. Themayor should:

a. Ensurethedepartment receivestheappropriatebudgeting

cons derationfor physical andenvironmental control priorities,
improvementsto backup andrecovery, and disaster recovery
planning; and

Facilitateand gui dediscussi onsbetweenthedepartment and
other city agenciestoensureproper coordinationinsupport of
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physical andenvironmental controlsand disaster recovery
planningrequirements.
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APPENDIXA
Information Technology Survey Instrument and Invitation

Sample Survey I nvitation - Email M essage

Asapart of theAudit of Selected City Information Technology Controls, wearesurveying employeeson
issuesrelatingtoaccesscardkeysfor thedatacenter. May wekindly request your participation by
completingthebrief survey attached. Y our participationand answerswill beheld confidential. Asapart of
thesurvey process, we may need to contact you by phoneor in personto verify answersor to ask for
further clarification. After completingthissurvey, pleasereturnittowkawamura@honol ulu.gov by
Wednesday, September 28, 2005.

Thank youfor your timeand participation. If youhaveany questionsor concernsrelatedtothissurvey,
pleasefedl freeto contact meat theemail aboveor by phoneat 692-5120.
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SampleSurvey I nstrument - Form

Instructions for completion: For written answers, please complete your answer by typing in the
space provided. After completing an answer, press TAB or use the DOWN arrow to move on to
the next question or answer choice. If you need to return to a previous question or answer
choice, you may use the UP arrow to move back to it. Where necessary, please check the
appropriate check box by clicking on the box using your mouse pointer. After completing this
survey, please save your completed document and return it to wkawamura@honolulu.gov by
Wednesday, September 28, 2005.

1. Please provide the following background information.
Name:

Position Title:

Y ears with department:

Contact phone number:

2. Haveyou been issued a security card for the data center?

[ JYES[NO

If you checked Y ES above:

If you know it, please provide the following information. It is not necessary to call around for the
information if you do not know it.

Card Control Number: _ AccessColor: [ ]Don’t Know

Which Doors Can Y our Card Access?

[ JFront [_]Computer/Control [_]Service Door [ ]Don’'t Know

If you checked NO above:

Do you access the data center? [ |[YES[ |NO

If YES to access, please describe below how you access the center.




Appendix A

If you have not been issued a card, you have completed the survey. Thank you for your

cooperation. The remaining questions are for those who have been issued a card.

1. Areyou currently in possession of your card? [ [YES[_INO

2. Where do you normally keep your card?

3. Have you ever let someone else borrow your card? [ _[YES[_INO

4. Have you ever lost possession of your card? [ [YES[ INO

If you checked YESto lost card:

Has your card been replaced? [ J[YES[ INO

If you checked NO to replacement of the card, please briefly explain why not?

5. Please estimate how frequently you use the card to access the data center?

[ ] Daily

[ ] Once or afew daysin aweek

[ ] Once or afew daysin amonth

[ ] A few times per year

[ ] Notin thelast year

[ ] Not at all

Thank you very much for your time and participation. If you have any questions or concerns

related to this survey, please feel free to contact Wayne Kawamura at email:
wkawamura@honolulu.gov or by phone at 692-5120.
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Comments on
Agency Response

Response of Affected Agency

Wetransmitted adraft of thisreport tothe Department of Information
Technology onJanuary 4, 2006. A copy of thetransmittal letteris
includedasAttachment 1. Thedepartment submitted awrittenresponse
tothedraft report on January 19, 2006, whichisincluded asAttachment
2.

Initsresponsetoour draft audit report, the Department of 1nformation
Technology expressed general agreement withmost of theaudit findings
andrecommendeations.

Thedepartment acknowledged theneedtoimprovesecurity, backup,
recovery, and disaster preparation, but notedthedifficulty of working
under fundingandtechnol ogical constraintsthat haveprecluded
compliancewith many common security management practices. The
department viewsthisaudit asan opportunity toeducatethe
administrationandcity council, andindicateditscommitment totimely
meetingthesechallengesinafiscally prudent manner. Thedepartment
agreedwiththesecurity managementissuesrelatedtocitywidel T
security oversight, authority, and enforcement; improving theaccesscard
system; theneedtoimprovedisaster recovery; theneedto coordinate
andfundimprovementstoknownenvironmental control issues; andthe
need tofund supporting measuressuchasrisk assessments, monitoring,
andrequiredtechnol ogy and mediaupgrades. Thedepartmentindicated
narrow disagreement ontheissueof itsoverall I T security responsibility,
stating that agenciesshouldberesponsiblefor I T security muchlikethey
areresponsi blefor thephysical security of systemsand resources.

Thedepartment provided additional information clarifying aspectsof the
draftreport, whichasappropriate, wereincorporatedintothefinal
report asadditional informationand stylistic changes, but did not
substantively affect thereport contents. Thedepartment providedus
withadetailed organizational chart and achart of themajor systems
under control of thedepartment. Thesecanbefoundinthe
department’ sresponse. Asthedepartment el ectedtorespondto
selected excerptsof thereport, weoffer thefollowing commentsto
elementsof thedepartment’ sresponserequiring further explanation.
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First, our report noted that “ (d)epartmentshavebeenleft to assesstheir
ownsecurity needs, authorizeusers, createadditional policies,and
enforceall levelsof IT policies’. Thoughthedepartment agreesinother
partsof itsresponsewiththereport’ sfindingsrelatedtolack of
oversight, authority, andenforcement, it disagreesinthisinstance,
indicatingthat agenciesshouldberesponsiblefor I T security, muchlike
they areresponsiblefor physical security over I T resourcespresent at
their locations, and accessto computer information. Weconcur withthe
department’ spositionthat agenciesshouldretainphysical control over
resourcesintheirlocationandthat itistheindividua agencies
management prerogativeto determineaccesstodata. However, our
intentistoemphasizetheoveral management giventhedepartment’ s
overall responshility, whichwasfoundtobelackinginnon-technica
oversight, authority, and enforcement, rather than oneof agency
autonomyinl T implementation.

Second, our report noted that foundational planningelementssuchasthe
I'T master planand strategicplanfor thecity respectively werenot
updated or lacked appropriate security management emphasi s, and thus
thefoundationfor security management wasinadequate. The
department indi cated that thesewereconflicting statements. Webelieve
that thesourceof theconfusionrel atestotheissueof whether the
existenceof thedocumentsisindicativeof theadequacy of the
foundation. Our point wasthat thelack of updating or security emphasis
of key foundationa planningdocumentsmadethefoundationinadequate.
Assuch, wehavemadestylistic changestoimprovetheclarity of this

paragraph.

Third, thedepartment, commentingonitslack of authority toenforce
security plansand policiesonusers, notedthat itsauthority was
complicated by semi-autonomousagenciesthat haveaccesstocity I'T
systemsand networks. Weconcur withthedepartment that per thecity
charter certain systemsoperated by semi-autonomousagenciesare
excludedfromthedepartment’ scontrol and oversight. However, we
emphasi zethat thi ssituationwasrecognized and that thesesystemswere
not includedinthescopeof thisaudit.

Fourth, wenotedthat at thetimeof audit, theauthorizationto continueto
usethepolicedepartment’ scomputer roomasastoragesitefor daily
backup tapeswasundecided, andif unresolved, posedissuesfor
departmental backup storagegiventhedepartment’ stemporary daily
storagesolution. Weacknowledgethat thedepartment hasrenewedits
accesstothepolicedepartment’ scomputer roomfor daily storageof



backuptapes. Weal so acknowledgethedepartment’ scompl etion of the
uninterruptiblepower supply project at Kapol el Hal eafter compl etion of
thisaudit’ sfieldwork, which shouldimproveitssuitability asabackup
andrecovery site.

Finally, weareencouragedthat thedepartment hascommittedto
undertakesomeof therecommendationsintheaudit aspart of itscurrent
planninginitiativestorevisetheMayor’ sDirectiveoninformation
technology, updatethedepartment’ sstrategic plan, andtoindependently
seek budgetary and coordinated sol utionstotheissuesraisedintheaudit

report.
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